Implementing a SUS Solution at
University College Cork




What Is SUS?

Software Update Service is like running a
Windows Update server inside your
network.

Supported Operating Systems
Windows 2000 Server and Professional
Windows XP
Windows Server 2003 "1.”
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Installation

Hardware:
Dual Xeon Server with 1Gb RAM

Software:
e \WWindows Server 2003
e IIS 6 (Iincluded with OS)

* Microsoft Software Update Services (SUS)_.,_

Server 1.0 with Service Pack 1 J.-w--.,
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Live Test Environment

e AD domain

e OU with automatic update settings
changed through group policy

e 30 client machines moved to this OU
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Live Test Errors

1. Downloads: Loss of network connection
caused download failures to be logged

2. Installation: If a patch required a restart,
and the user did not, then a failure to
install would be logged to the SUS server
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How does it work?

The SUS server connects to the Microsoft over
HTTP

The digital signatures of the patches are
checked before downloading them locally

The SUS administrator must authorize each and
every update before they become available

If more than one SUS server Is onsite each
dependant SUS server can communicate withlﬂ,;

the primary server over HTTP or HTTPS I%T ]
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2 Microsoft Software Update Services - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

eBack - 'O @ @ (h pSearch *Favurites QMedia @ @v ,:;\";. E - D ﬁ

Address @ http: [ {seqgingsusadmin

Microsoft”

Software Update Services

Software Update Services Synchronization Log

0 wel This log includes information about synchronizations that have occurred between vour local server and the Software Update Services servers,
Welcane

[ synchronize server -~
[ approve updates Automatic Sync Started- 27 November 2003 00:00:02 =
Software Update Services is up to date. Mo changes were required during synchronization.
i Sync Finished-27 Movember 2003 00:01:03
Other Options
L] view synchranization lag Automatic Sync Started- 26 November 2003 00:00:02
[ view appraval log Software Update Services is up to date. Mo changes were required during synchronization.
[ Set aptions Sync Finished-26 November 2003 00:01:04
L Manitor server Automatic Sync Started- 25 Movember 2003 00:00:03
Software Update Services is up to date. Mo changes were required during synchronization.
See Also Sync Finished-25 November 2003 00:01:04
[ about Software Update Services
f g Automatic Sync Started- 24 November 2003 00:00:03
il Ft Wind Ilpdatk
E] \izieza ncows pcate Software Update Services is up to date. Mo changes were required during synchronization.
L] Microsoft Security Sync Finished-24 November 2003 00:01:04
[ Micrasaft Support Knowledge Base
Automatic Sync Started- 23 November 2003 00:00:02
Software Update Services is up to date. Mo changes were required during synchronization.
Sync Finished-23 November 2003 00:01:03
Automatic Sync Started- 22 November 2003 00:00:03
Software Update Services is up to date. Mo changes were required during synchronization.
Sync Finished-22 November 2003 00:01:04
Dasbnoaabic Dasne TF Fodd 34 Bl | SR DR s T | -

[ Clear Log

]

[ Prink Log...




How does it work?

 The main client settings are:

— “Notify for download and notify for install” — user has
the option to postpone the download

— “Auto download and notify for install” — user has the
option to postpone the install

— “Auto download and schedule for install” — user does
not have option to postpone the installation

— “No automatic restart with logged on users” — option
to prevent Automatic Updates from restarting a ",
computer while users are logged on
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File  Action Wiew Help

dows Update

7 Local Computer Policy

@ Computer Configuration

[ Software Settings

1 Windows Settings

=1+ Administrative Templates
=11 windaws Components
- [ MetMesting

<[ Irkernet Explarer

[ Task Scheduler

(23 Terminal Services

<[] Windows Installer
[ windows Messenge

423 windows Update

#1-(_] System

[ Metwork

i I:I Printers

= @ User Configuration

[ Software Settings

1 Windows Settings

[#1-[_1 Administrative Templates

|~

Configure Automatic Updates Zetting

Display Properties

Requirements:

| State |
A ;@ Configure Automatic Updates Enabled
_1@ Specify intranet Microsoft update service location Enabled
@ Reschedule Automatic Updates scheduled installations Enabled
g@No auko-restart for scheduled Automatic Updates installations Disabled

Sindows Server 2003 Family, XP SP1,
2000 5P3

Description: Configure Automatic Updates Properties
Specifies whether this computer will
receive security updates and other

important downloads through the
Swindows automatic updating service.

@ Configure Automatic pdates

This setting lets vou specify if

automatic updates are enabled on

this camputer, IF the service is () Not Configured

enabled, you must select one of the ®
three options in the Group Policy :
Setting: - () Disabled

2 = Natify before downloading any Configure automatic updating:
updates and notify again before

installing them

| 4 - Auta download and scheduls the insta

The fallowing $ettings are anly reguired
and applicable i 4 iz zelected.

wehen Windows finds updates that
apply to this computer, an icon

appears in the status area with a

message that updates are ready to Scheduled install day: l 0- Every day

be downloaded. Clicking the icon or

message provides the option o select Scheduled install tirne: | 1300

the specific updates to download,
“Windows then downloads the
selected updates in the background.
When the download is complete, the
icon appears in the status area again,
with notification that the updates are
ready to be installed. Clicking the icon

15 Setting Mext Setting
of message provides the option to

Supported on: Windows Server 2003 family, <P SP1, 2000 5P3

select which updates to install. [

ak ][ Carcel ]

3 = (Default setting) Download the

Apply

updates automatically and notify
when Fhese are ready bo he inctalled

| <

| & \Extended Standard /

‘4 start



Manageability — AD Required

o Without Active Directory the SUS service
cannot be rolled out effectively

e Group policies for members of the Active
Directory Domain can be set centrally by
the domain/OU administrator
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SUS by computer numbers




nt numbers

SUS by OS Jan '05

o Windows 2000
@ Windows XP
O Windows Server 2003

SUS by IT area

O Servers

@ Staff computers
O Student Labs

O Engineering

m BIS




Benefits of SUS service

Guaranteed installation of approved updates
Scheduled installation options

Built-in security

Accurate detection of necessary updates
Background downloads

Chained installation

Manageability

It's Free (except for the server and the OS) |
A server can support up to 15,000 clients
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