
Implementing a SUS Solution at 
University College Cork



What is SUS?

• Software Update Service is like running a 
Windows Update server inside your 
network. 

Supported Operating Systems
• Windows 2000 Server and Professional
• Windows XP
• Windows Server 2003 



Installation

Hardware:
Dual Xeon Server with 1Gb RAM
Software:
• Windows Server 2003
• IIS 6 (included with OS)
• Microsoft Software Update Services (SUS) 

Server 1.0 with Service Pack 1



Live Test Environment

• AD domain
• OU with automatic update settings 

changed through group policy

• 30 client machines moved to this OU 



Live Test Errors

1. Downloads:  Loss of network connection 
caused download failures to be logged

2. Installation:  If a patch required a restart, 
and the user did not, then a failure to 
install would be logged to the SUS server

Solutions?



How does it work?

• The SUS server connects to the Microsoft over 
HTTP

• The digital signatures of the patches are 
checked before downloading them locally

• The SUS administrator must authorize each and 
every update before they become available 

• If more than one SUS server is onsite each 
dependant SUS server can communicate with 
the primary server over HTTP or HTTPS



SUS server interface



How does it work?

• The main client settings are:
– “Notify for download and notify for install” – user has 

the option to postpone the download
– “Auto download and notify for install” – user has the 

option to postpone the install
– “Auto download and schedule for install” – user does 

not have option to postpone the installation
– “No automatic restart with logged on users” – option 

to prevent Automatic Updates from restarting a 
computer while users are logged on 



GPO Windows Update



Manageability – AD Required

• Without Active Directory the SUS service 
cannot be rolled out effectively

• Group policies for members of the Active 
Directory Domain can be set centrally by 
the domain/OU administrator



Current numbers
SUS by computer numbers
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Current numbers
SUS by OS Jan '05

Windows 2000
Windows XP
Windows Server 2003

SUS by IT area

Servers

Staf f  computers
Student Labs

Engineering
BIS



Benefits of SUS service
• Guaranteed installation of approved updates
• Scheduled installation options
• Built-in security
• Accurate detection of necessary updates
• Background downloads
• Chained installation
• Manageability
• It’s Free (except for the server and the OS)
• A server can support up to 15,000 clients
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